ANALYSIS

Personal data should be an
asset on the balance sheet

Improving current accounting standards could work as a regulatory tool and contribute to
an organisation’s privacy preparedness. By Dr John Selby of Privcore.

he information revolution that

has fundamentally altered our

society is fueled by data, par-
ticularly  personal  information,
enabling significant efficiency gains and
innovative solutions to problems. The
benefits of handling data also pose risks
of significant harms.'

Governments and industry regula-
tors have responded to the risks of
harms from cyber-attacks and privacy
breaches through an array of
strengthened regulations. In Australia,
we have privacy legislation at the fed-
eral level and in most states/territories,
as well as sectoral regulation, directors’
duties under the Corporations Act, the
Security of Critical Infrastructure Act,
ASX Listing Rules requiring disclosure
of market sensitive information, and
proposals for a Cyber Security Act
(amongst others). Similar, or stronger,
regulatory regimes exist or are under
development in many comparable
jurisdictions.

Whilst most of these laws, codes and
regulations seek to incentivise uplift in
organisations’ cyber security and privacy
maturity through threats of post-breach
sanctions, evidence suggests that many
government agencies and the private
sector are still under-investing in cyber
security and privacy controls.” One con-
tributing factor to this under-investment
is the failure to account for externalities
when making funding decisions on cyber
security and privacy controls, such as in
the original (still widely-used) Gordon-
Loeb 2002 model for calculating cyber
security investments.

Reactive regulation is not the only
way to alter the decisions made by
organisational leaders. Proactive regu-
lation which incentivises organisations
to uplift their cyber security and pri-
vacy maturity on a regular basis regard-
less of whether a breach has occurred is
another option, which arguably has
received less attention from scholars,
government and industry experts.

ACCOUNTING STANDARDS
HINDER PRIVACY MATURITY
Cyber-security and privacy are not the
main focus of accounting standards and
financial reporting which enable inves-
tors and creditors to more accurately
understand how organisations are per-
forming, and to make better decisions
regarding those organisations. Whilst
accountants do not deal with concepts
like Internet protocols and zero-days,
they do have their own technical lan-
guage and formalized processes to
create and alter rules for how organisa-
tions’ accounts are prepared and dis-
closed. Unlike hackers, accountants
operate on periodic time cycles, focus-
ing on concepts like assets, liabilities,
expenses, revenue and capital, so it is
appropriate to explore how the
problems identified in the previous sec-
tion have been influenced by the way
accountants think about some of those
concepts.

Assets: Intangible assets (such as
software licences) have become criti-
cally important to increasing the pro-
ductivity and value of organisations.
For much of the Information Age,
accounting standards made a distinc-
tion between whether different types of
intangible assets could be recognised on
the balance sheet of an organisation.
Whilst intangible assets that were pur-
chased from third parties could be rec-
ognised as an asset, internally-
developed intangible assets could not.
Only recently have internally generated
intangible assets been recognised on the
balance sheet.*

One of the interesting consequences
of this accounting decision is its impact
on data mining, cyber security and pri-
vacy. For example, when companies
that took advantage of Big Data ana-
lytics listed on the stock exchange, they
did not have to inform their investors or
lenders about the size or value of the
datasets of personal information which
they were holding. A gap thus widened

between the book value of their assets
and their total market capitalization
(accountants refer to this broader
issue as the “asset-light” problem).
Those organisations could build mass-
ive internal datasets containing bil-
lions of records and inferences about
tens of millions of people, but not
have to list those datasets as assets on
their balance sheet.

Information thatis hidden from dis-
closure in financial reports affects not
just the decision-making of external
parties like investors and lenders. It also
influences the decision-making of inter-
nal parties within organisations,
notably their boards and executives.
Their decisions about the necessary
maturity of data governance programs,
and appropriate investments into cyber
security and privacy controls are
affected.

Without the pressure of adequate
transparency required by financial
reporting rules, organisations have a
natural tendency to under-invest in
their cyber security and privacy matur-
ity, often preferring to deliver a mix of
greater profits to their owners and
greater bonuses to their leadership.’
The expenses necessary to achieve that
maturity uplift are certain to lower
bottom-line profits (and potentially
bonuses) in the short term, whilst the
benefits of increased cyber security and
privacy maturity are less certain and
longer-term (if an organisation is not
the victim of a successful cyber-attack
or data breach, was that because of the
adequacy of its existing controls? or
because it was not targeted that year?).

Whilst the challenges in valuing
intangible assets like data lakes of per-
sonal information and inferences gener-
ated from data analytics has been used
as a justification by some organisations
to not report those assets on their bal-
ance sheets®, there is a situation in
which such datasets have come to be
routinely valued. When organisations
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enter bankruptcy in the US, customer
datasets are valued and sold as valuable
assets to third parties (typically operat-
ing in a similar line of business) to help
pay off outstanding creditors of that
organisation. The American Bank-
ruptcy Code and bankruptcy courts
have even utilised the role of a “con-
sumer privacy ombudsman”
expertly assesses whether the proposed
sale might create excessive privacy
harms.”

Liabilities: Beyond the asset side of
the balance sheet, another issue that
exacerbates the lack of disclosure in
financial reports about high-risk data-
sets containing large volumes of per-
sonal information is the way in which
accountants interpret some liabilities as
either provisions (which are reported
and affect bottom line profits) or con-
tingent liabilities (which are disclosed,
but which do not affect bottom line
profits).}

For example, organisations cur-
rently only report as provisions in their
balance sheets direct costs expected to
be incurred because of data breaches
that have already occurred (financial
reports are backwards-looking in
time).” The costs of compensating
potential litigation by victims of data
breaches might be disclosed as a contin-
gent liability, but do not affect profit-
ability during the time period in which
the data breach occurred. The much
larger indirect costs typically incurred
by organisations after a data breach
(such as reputation loss, distracted
executives, reduced future sales, etc.)
are not typically reported or disclosed
at the time of a data breach, except per-
haps as expenses affecting their future
profits which may or may not be linked
by the organisation to the data breach.'°

Reporting time cycles: The annual
cycle and historical focus of financial
reporting under accounting standards
may also contribute to under-invest-
ment in cyber security and privacy con-
trols.”!  Hackers tend to be
unpredictable, and the time taken to
detect and respond to a data breach is
often lengthy. This means that many
data breaches straddle across financial
reporting periods (i.e. the hackers pen-
etrated the organisation’s systems
during one accounting period, detection
occurred in the next financial period
and the consequences of the breach

who

(particularly indirect costs) will con-
tinue to affect the organisation over the
next several accounting periods).
Therefore, any one financial report will
only contain a partial view of the overall
data breach and its consequences —
profits may be over-stated in one finan-
cial report because costs will be
incurred in subsequent years. Inherent
uncertainties in data breach conse-
quences intersect with limitations on
how organisations can report provi-
sions and disclose contingent liabilities,
making it harder for investors and
lenders to get an accurate understand-
ing of how well the organisation is
adequately investing to control its
cyber security and privacy risks.!?
Materiality: Underlying analysis of
both assets and liabilities (and rev-
enue/expenses) is the accounting con-
cept of materiality.”> Tt acts as a
high-pass filter, enabling an organisa-
tion to ignore (for financial reporting
purposes) amounts considered to be
too small relative to the size of the
organisation. Until recently in Austra-
lia, many more organisations than you
might expect could regard a data breach
as being more likely to be immaterial
than material. This was due to the Pri-
vacy Act 1988 excluding from com-
pliance most businesses with less than
$3 million in annual turnover (the small
business exemption), the low level of
penalties and enforcement under that
Act, and the limited means for victims
of data breaches to seek a remedy.
However, organisations will need to re-
assess the extent to which they regard
an interference with privacy as material
from an accounting perspective due to:
e the recent amendments to the
Privacy Act which significantly
increase penalties for interferences
with privacy; and
o the Attorney-General’s Depart-
ment’s recommendations to remove
the small business exemption and
introduce both a direct right of
action and statutory tort.
This includes interferences with
privacy beyond data breaches.

OPPORTUNITIES TO INFLUENCE
NEW ACCOUNTING STANDARDS
Both Australian and
accounting standards bodies are in the
early stages of a lengthy process to con-
sider how cyber security and privacy

international

risks affect the information communi-
cated to investors and lenders through
financial reports (falling within the
accounting concept of sustainability)."*
This provides an opportunity for Aus-
tralia’s cyber security and privacy
expert communities to help influence
and shape the extent to which another
regulatory regime motivates organisa-
tions to uplift their cyber security and
privacy postures.

Unlike the reactive nature of the
notifiable data breaches scheme and
increased penalty provisions under the
Privacy Act, one advantage of financial
reporting obligations and accounting
standards is that they can proactively
influence organisational behaviour (i.e.
organisations have to prepare and pub-
lish annual financial reports, regardless
of whether or not they have experi-
enced a data breach that year). This
means that increased cyber security and
privacy reporting obligations imposed
by accounting standards have the
potential to apply consistent prospec-
tive pressure on organisations to uplift
their cyber security and privacy matur-
ities systematically, rather than the
sporadic pressures imposed when
organisations are recovering from a
data breach.

Just as cyber security and privacy
experts benefit from the help of accoun-
tants when preparing their tax returns,
accountants are likely to benefit from
the insights of cyber security and pri-
vacy experts when developing and
revising accounting standards relevant
to cyber security and privacy.

1. The first challenge in achieving
the benefits possible from such a
collaboration is for both groups
of experts to better understand
each other’s concepts and jargon.

2. The second is to gain the capability
to successfully navigate each other’s
institutional processes.

3. Patience is the third challenge — new
accounting standards are not devel-
oped overnight. Indeed, they may
take five to ten years — which is sev-
eral generations of risk evolution in
cyber security terms.

Sustained effective engagement with
the development of accounting standards
relevant to cyber security and privacy
will likely require the involvement of and
support from both industry bodies and
government agencies. Failure to engage
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effectively may result in the develop-
ment of accounting standards and
financial reporting requirements in
Australia and internationally which
undermines incentives for organisa-
tions to invest in uplifting their cyber
security and privacy maturities.

CONCLUSION

Experiences with cyber-attacks and pri-
vacy breaches over the last decade have
highlighted the dual-nature of data,
capable of simultaneously fueling the
Information Age and causing significant
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standards which may drive organisa-
tions to make more adequate invest-
ments into uplifting their cyber security
and privacy maturity.
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EU Al Act: Will there be
Brussels effects?

The EU aims to establish a world-class Al hub. Will companies
and legislators globally follow its regulatory lead? Independent
scholar Graham Greenleaf assesses the situation.

he expression “the Brussels
effect” is often used rather
loosely to refer to any or all of

the ways by which EU legislative
standards come to be adopted in the
practices of companies (or govern-
ments) in countries outside the EU

(“third party countries”). These
include both those required by law
(de jure) and those adopted for other
reasons (de facto), distinctions some-
times recognised.!
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Germany debates changes to
its federal data protection law

Julia Garbaciok and Katharina Weimer of Fieldfisher assess
the upcoming changes to the German Federal Data Protection

Act and their current status.

s data protection enforcement
is spread across 18 different
authorities in Germany, there

have been calls for many years for sim-
plification and harmonization regard-
ing the application of the General Data
Protection Regulation’s (GDPR)

requirements, especially to ensure a
more innovation-friendly regime.
According to a survey conducted by
the digital industry association
Bitkom', 65% of companies see the
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Enforcement phase begins for
EU digital laws

For some years, we have seen much GDPR enforcement both at the
national and EU level, although some countries are more active than
others. The EU’s new digital package means that there are now a
multitude of digital laws to enforce, and ensure that they operate in
the intended way with the GDPR which is the underlying
regulation.

Recently, there have been interesting developments in this field. The
ever-so-active noyb made complaints about Meta’s Al training
practices to 11 DPAs whose intervention put a stop to Meta’s plans
for now (p.12), and the EU Commission is looking into applying the
Digital Markets Act in the area of pay or consent (p.22).

Civil society is playing an increasingly important role — consumer
organisations have also challenged Meta over Pay or Consent (p.29).
EDRI{’s action on LinkedIn’s targeting of adverts based on sensitive
personal data has already been successful (p.29).

In May, the European Commission decided to open infringement
procedures by sending a letter of formal notice to 18 Member States
that did not designate the responsible authorities to implement the
Data Governance Act which facilitates data sharing across sectors
and EU countries. Authorities also need to be appointed in Member
States, in quite a short timescale, to become responsible for AT as per
the EU AI Act. In some countries, the existing data protection
supervisors may become Al authorities but this is not necessarily the
case everywhere (p.18).

The EU AI Act was published in the EU Official Journal on 12 July
2024 and will be in force from 1 August. Most of its provisions will
become applicable from 2 August 2026. This world-first Act may
influence Al governance globally in many different ways — read
analysis by Graham Greenleaf on p.1.

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS
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Do you have a case study or opinion you wish us to publish?
Contributions to this publication and books for review are
always welcome. If you wish to offer reports or news items,
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